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The Identifiability Spectrum
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Types of Identifiers

Examples of direct identifiers: Name, address,
telephone number, fax number, MRN, health card
number, health plan beneficiary number, VID, license
plate number, email address, photograph, biometrics,
SSN, SIN, device number, clinical trial record number

Examples of quasi-identifiers: sex, date of birth or
age, geographic locations (such as postal codes,
census geography, information about proximity to
known or unique landmarks), language spoken at

home, ethnic origin, total years of schooling, marital
status, criminal history, total income, visible minority
status, profession, event dates, number of children,
high level diagnoses and procedures
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Pseudonymous Data

Examples of direct identifiers: Name, address,
telephone number, fax nu , MRN, health card
number, health plan beneMnumber, VID, license
plate number, email addrdSs, #hotograph, biometrics,
SSN, SIN, device number, clinical trial record number

Examples of quasi-identifiers: sex, date of birth or
age, geographic locations (such as postal codes,
census geography, information about proximity to
known or unique landmarks), language spoken at

home, ethnic origin, total years of schooling, marital
status, criminal history, total income, visible minority
status, profession, event dates, number of children,
high level diagnoses and procedures
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HIPAA De-identification Standards

HIPAA Privacy Rule
De-identification Methods

1. Names
2. Geographical references
v 3. Dates (Except Year)
4. Phone numbers
Det Exp'ertt. Safe Harbor 5. Fax numbers
/- ermination -\ § 164_514(b)(2) 6. Email addresses
§ 154"514“3)(1] 7. Social Security numbers
8. Medical record numbers
9. Health plan beneficiary numbers
Apply statistical or Removal of 18 types of 10.Account numbers
scientific principl&s identifiers 11.Certificate/license numbers

12. Vehicle identifiers

13.Device identifiers and serial numbers

14.Web Universal Resource Locators

No actual knowledge
idual inf ) 15.Internet Protocol (IP) address numbers

residual imormation can 16.Biometric identifiers, including finger and voice
identify individual prints

17.Full face photographic images and any comparable
images;

18.Any other unique identifying number,

. L
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Very small risk that
anticipated recipient

\could identify individuaI/
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A29 / CNIL Anonymization Approaches

Anonymization

¥ No clear line between Anonymized and Personnal data
M The opinion provides two options to check that a Dataset is anonymized:

1.Your dataset has none of the following property:

— Singling out: possibility to isolate some records of an individual in the dataset;

— Linkability: ability to link, at least, two records concerning the same data subject or a group of data

subjects (in the same database or in two different databases);

—Inference: the possibility to deduce, with significant probability, the value of an attribute from the

values of a set of other attributes

OR

2.Make analysis of re-identification risk.

]
7 OPINION ON ANONYMIZATION TECHNIQUES c N | L Jau}
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Guidelines
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Sharing Clinical Trial Data

MAXIMIZING BENEFITS, MININIZING RISK

SESTUTE OF MECKNE

(IR

Accessing Heaurn anp Heaurw-Reareo

Data v Canapa

De-identification Guidelines
for Structured Data

June 2016
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(IR

Hovewer B

2 October 2014
EMA/240810/2013

POLICY/0070

Status: Adopted

Effective date: 1 January 2015
Review date: No later than June 2016
Supersedes: Not applicable
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De-Identification Framework

A Consimant o the De-Mensfcatin o Fesonsl Data
irformaton

Manages Werooskog
i the Shaneg of Complance and Rk

O

EUROPEAN MEDICINES AGENCY

SCIENCE MEDICINES

European Medicines Agency policy on public
clinical data for medicinal products for humg

HEALTH
Guidance Regarding Methods for
De-identification of Protected Health
Information in Accordance with the Health
Insurance Portability and Accountability Act
(HIPAA) Privacy Rule

November 26, 2012

OCR gratefully acknowleages (he significant contributions macde
fothe cevelopment of this guidance by Bradiey Matin, PhD,
through both organizing the 2010 workshop and syrthesizing the
concepts andperspectives in the document kseff. OCR aso
thanks the 2010 workshop panelists for generously providing their
expertise and recommenadions fo the Degartment

THE ANONYMISATION
DECISION-MAKING FRAMEWORK

Mark Elliot, Elaine Mackey
Kieron O'Hara and Caroline Tudor

1

)
The De-Identification
Decision-Making Framework

.
% Austratian Gavernment
= Office of the Ammialen Information Commimioncr
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Anonymization Cycle

1. Set Risk Threshold

Based on the
characteristics of the
data and precedents, a
guantitative risk
threshold is set.

Set
Threshold

Measure
Risk

4. Apply Transformations /

If the measured risk does
not meet the threshold,
specific transformations
are applied to reduce the
risk.

Transform

Data

\

Compare to
Threshold
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2. Measure Risk

Appropriate metrics are
selected and used to
measure re-
identification risk from
the data.

3. Evaluate Risk

Compare the measured
risk against the threshold
to determine if it is above
or below it.
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Measuring Overall Risk
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Measuring Data Risk
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DIRECT IDENTIFIERS QUASI-IDENTIFIERS OTHER VARIABLES
ID Name Telephone No.  Sex Year of Birth Lab Test Lab Pay
Result Delay
1 John Smith (412) 668-5468 M 1959 Albumin, Serum 4.8 37
2 Alan Smith (413) 822-5074 M 1969 Creatine Kinase 86 36
3 Alice Brown (416) 886-5314 F 1955 52
4 Hercules Green  (613)763-5254 M 1959 3 36
5 Alicia Freds (613) 586-6222 F 1942 Two quasi- 82
identifiers
6 Gill Stringer ~ (954) 699-5423  F 1975 matching in 34
three cells within
i a data set
7 Marie (416) 786-6212  F 1966 23
Kirkpatrick
8 Leslie Hall (905) 668-6581 F 1987 Globulin, Total 3.5 9
B-type Natriuretic
9 Douglas Henry  (416) 423-5965 | M 1959 ype 134 38
peptide
10 Fred Thompson (416) 421-7719 M 1967 Creatine Kinase 80 21
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Factors Affecting Risk

Multiple factors below are taken into account to properly de-identify (anonymize) data. The data risk
and context risk are measured and then compared against the risk threshold.

Factors that determine data risk Factors that determine context risk Factors that determine threshold
L \

|
r LU L] 1

Data Recipient Privacy Impact

Capacity Security & Privacy Controls Sensitivity Consent

L. P
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Spectrum of Identifiability

Little Anonymization Significant Anonymization
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Layers of Protection

Contractual
Controls

Security &
Privacy Controls

Perturb
Data
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Contact

m kelemam@privacy-analytics.com

@kelemam

Www.privacy-analytics.com
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